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DotNetNuke Activities

ÅCore Team Member (Security)

ÅFramework and Module Security Guidance

ÅCurrent Research

ïMulti-Factor Authentication

ïModel Adaptation 

ïCloud Integration
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Our agenda.

1. What is this all about?

2. How does this relate to DotNetNuke?

3. Show me something concrete, already.
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You promised me authorization.  
5ƻŜǎƴΩǘ ǘƘŀǘ ƳŜŀƴ ǇŀǎǎǿƻǊŘǎ ŀƴŘ 

fingerprints and stuff?

Act 1
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Principal
Something that can be authenticated.
You.  A machine.  A service.

Identifier
Unique value used to reference a principal.



Thus, Authentication
(Matching principals to factors)
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Knowledge PossessionInherence



²ŜΩǊŜ ƘŜǊŜ ǘƻ ǘŀƭƪ ŀōƻǳǘ ǿƘŀǘ 
happens after authentication:

Authorization.

ό{ƘŀƳŜƭŜǎǎ tƭǳƎΥ LŦ ȅƻǳΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘƛǎ ǎǘǳŦŦΣ ōŜ ǎǳǊŜ ǘƻ 
attend Open Force 2009, where I will be talking about module 
security in much greater detail!) 10



Authorization

ÅI know who you are.

ÅBut what can you do?

ïOr access?

ÅInvolves two things:

ïPolicy definition (who can do what)

ïtƻƭƛŎȅ ŜƴŦƻǊŎŜƳŜƴǘ όƴƻΣ ȅƻǳ ŎŀƴΩǘ Řƻ ǘƘŀǘύ
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Act 2
What does this have to do with 

DotNetNuke, anyway?
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Pre-5.1 Authorization: Architecture
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Pre-5.1 Authorization: Classes

Boring 
CRUD 

Operations

Sexy,
Interesting
Method 
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Pre-5.1 Authorization: Methods

Public Shared Function HasModulePermission _

( ByVal permissions As ModulePermissionCollection, _

ByVal key As String ) As Boolean

Return PortalSecurity.IsInRoles(permissions.ToString(key))

End Function
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hƪŀȅΣ ǎƻ ǿƘŀǘΩǎ ƴŜǿΚ
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5.1 CE Authorization Provider
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5.1 CE CorePermissionProvider
Category Overridable Methods

Module 
Permissions

CanAdminModule CanImportModule

CanDeleteModule CanManageModule

CanEditModuleContent CanViewModule

CanExportModule HasModulePermission

GetModulePermissions

DeleteModulePermissionsByUser

Page 
Permissions

CanAddContentToPage CanExportPage

CanAddPage CanImportPage

CanAdminPage CanManagePage

CanCopyPage CanNavigateToPage

CanDeletePage CanViewPage

DeleteTabPermissionsByUser

Folder 
Permissions

CanAdminFolder CanDeleteFolder

CanAddFolder CanManageFolder

CanCopyFolder CanViewFolder

HasFolderPermission SaveFolderPermissions

DeleteFolderPermissionsByUser

GetFolderPermissionsCollectionByFolder
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Attack of 
the giant

table!



5.1 CE CorePermissionProvider
Category Overridable Methods

Module Permissions

CanViewModule

CanDeleteModule

CanAdminModule
é

Page Permissions

CanViewPage

CanAddPage

CanDeletePage
é

Folder Permissions

CanViewFolder

CanAddFolder

CanDeleteFolder
é 19



If TabPermissionController. CanAddPage Then

Dim controller As New TabController

Controller. AddTab(é)

End If

5.1 Authorization: The Big Picture
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Act 3
Show me how to use it.
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Hello World Demo

ïMagicUsernamePermissionProvider

ïGives Brandon page admin rights across all portals

ïAbout the simplest PermissionProvider possible
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Hello World: Configuration

23



MagicUsernamePermissionProvider  
Implementation
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Now for some fun.
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ò

Amazon Simple Storage Service (S3)

AmazonS3 is storage for the Internet. It is
designedto makeweb-scalecomputingeasier
for developers.

ó
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Amazon S3 is intentionally built with a 
minimal feature set.

Amazon Simple Storage Service (S3)

ÅAccounts

ÅBuckets

ÅAbstract objects

ÅSimple Permissions

ÅVery simple web service API
ïAccess via shared secret

ò ó
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DotNetNuke S3 Integration

ÅData Provider

ÅAuthorization Provider
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S3 Provider 
Architecture: Data

SQL 
Server

Χ
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S3 Provider Implementation: Data

* Code simplified for reading
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S3 Architecture: Authorization 
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