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 Congress and the Executive Branch should make global Internet 
freedom a top human rights and foreign policy priority.  
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#11#$%/(d(A0%G(#2(4%0//(?*%?0/./(A$2"(/2#2.,("*&#'(%$:"2/(?09$4$./(#',(0+9$:#2$0'/(#',(2".(#:.'4$./(4"#%:.,(A$2"(
$&?9.&.'2$':(2".&F =(l0"'(O*::$.E( 9&/%"8%()#"'E"8%),+3)#"D"3.F),):&,D"B/&C)G/&)H$'2+"''),+3)I$D,+)#2*4%'E(#2(QQBQU(;S?%$9(cE(
YLLV>E("22?5WWAAAF%.?0%2/B#', B&#2.%$#9/F0%:WO*::$.B%.?0%2BcBS?%BYLLVF?,1F(

QY(\.0%:.(HF(R* /"E(b0%&#9(6%#,.(O.9#2$0'/(6%.#2&.'2(`P.4*2$C.(X%,.%(m!"$'#n(;).4F(YcE(YLLQ>E(
"22?5WWAAAFA"$2."0*/.F:0CW'.A/W%.9.#/./WYLLQWQYWYLLQQYYcBQF"2&9o(_%049#&#2$0'(60(`P2.',(b0',$/4%$&$'#20%7(6%.#2&.'2(
;b0%&#9(6%#,.(O.9#2$0'/(6%.#2&.'2>(20(2".(_%0,*42/(01(f$.2'#&(;).4F(YTE(YLLK>E(
"22?5WWAAAFA"$2."0*/.F:0CW'.A/W%.9.#/./WYLLKWQYWYLLKQYYTBcF"2&9F(

QZ(S440%,$':(20(O.?0%2.%/(H$2"0*2(R0%,.%/E(<6".(M'$2.,(32#2./("#/(:$C.'(2".(_#G$/2#'$($'2.99$:.'4.(/.%C$4./(&*4"(2.4"'090:$4#9(
".9?(20(&0'$20%(0'9$'.(2%#11$4(#',($2("#/(?9#7.,(#(&#p0%(%09.($'(#%%./2$':(2.%%0%$/2/E=(
"22?5WWAAAF%/1F0%:W#%2$49.F?"?Ze$,]#%2$49.gQLcTUF(!""),-'/()#C$,(O0",.E(.2(#9FE(<MF3F(X11$4$#9/(3..(H#/2.($'(R$99$0'/(3.'2(20(
_#G$/2#'E=(A"B);/&C)@2D"'(;).4F(YUE(YLLc>E(
"22?5WWAAAF'72$&./F40&WYLLcWQYWYUWA0%9,W#/$#WYU&$9$2#%7F"2&9e.PgQZ[KQ[YULL8.'gQT#V+UU.+KV[1#1#8.$g[LVV8?#%2'.%g%//'
728.&4g%//F(!""),-'/(X?.'b.2(D'$2$#2$C.@/(%.?0%2(0'(_#G$/2#'@/(D'2.%'.2(1$92.%$':5("22?5WW0?.''.2F'.2W%./.#%4"W?%01$9./W?#G$/2#'F(

QU(!""()"0*FE(D//#',%(`9(S&%#'$E(<!#/ "$':($'(0'(2".(A#%(0'(2.%%0%$/&5(D'(.P4"#':.(10%($2/(/*??0%2(/$'4.(3.?2F(QQE(`:7?2("#/(
%.4.$C.,(+$99$0'/($'($'2.%'#2$0'#9(#$,(#',(,$&$'$/".,(/4%*2$'7(01($2/("*&#'(%$:"2/(#+*/./E =(3#90'F40&(;i.+F(QZE(YLLY>E(
"22?5WW,$%F/#90'F40&W/20%7W'.A/W1.#2*%.WYLLYWLYWQZW.:7?2WF(3..(#9/0(<`:7?2( +90::.%(p#$9.,(10%(q$'/*92@E=(RR!(b.A/ (;i.+F(YYE(
YLLc>E("22?5WW'.A/F++4F40F*GWYW"$W&$,,9.].#/2WKZV[VUTF/2&o(`99.'(a'$4G&.7.%E(<i9.,:9$':(O.+.99$0'(0'(i#4.+00G(D/(32%*4G(
)0A'(+7(i0%4.($'(`: 7?2E=(H#/"$':20'(_0/2 (;-#7(QVE(YLLV>E("22?5WWAAAFA#/"$':20'?0/2F40&WA?B
,7'W40'2.'2W#%2$49.WYLLVWL[WQcWSOYLLVL[QcLYKcYF"2&9F((



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y 

5(

02".%( D'2.%'.2( /?..4"( %./2%$42$0'/E( 10%( .P#&?9.E( 20( #,,%.//( /04$#9( $99/FQ[( -0%.0C.%E(
/$'4.(TWQQE(+02"(2".(MF3F(#',(H./2.%'(`*%0?.("#C.(2#G.'(/2.?/(2"#2(&#G.($2(.#/$.%(20(
/?7(0'(2".(#42$C$2$./(01(D'2.%'.2(*/.%/(#',(#44.//(?.%/0'#9($'10%&#2$0'E(/.22$':(#(?00%(
.P#&?9.( 2"#2( %.?%.//$C.( 40*'2%$./( #%.( J*$4G( 20( 4$2.( $'( /*??0%2( 01( 2".$%( 0A'(
/*%C.$99#'4.FQK(H"$9.($2($/( '02(0*%($'2.'2$0'( ".%.(20( ,.+#2.(2".(&.%$2/(01(?#%2$4*9#%(
MF3F( ,0&./2$4( ?09$4$./E( 2".%.( $/( 9$229.( ,0*+2( 2"#2( #42$C$2$./( /*4"( #/( 2".( b3S@/( $99.:#9(
A#%%#'29.//( A$%.2#??$':( 01( S&.%$4#'/@( .9.42%0'$4( 40&&*'$4#2$0'/( #',( 2".( #99.:.,(
$'C09C.&.'2( 01( MF3F( 40&?#'$./( $'( 2"#2( .110%2( "#C.( A.#G.'.,( 0*%( ?0/$2$0'( #/( 2".(
/2#',#%,(+.#%.%(01(D'2.%'.2(1%..,0&FQc((

 The technology industry must  exercise due diligence in order to 
minimize human rights risk. 

S/( 2".( :90+#9( 2.4"'090:7( $',*/2%7( ?*%/*./( '.A( &#%G.2/E( $2( $/( $'4%.#/$':97(
40'1%0'2.,( A$2"( :0C.%'&.'2( ,.&#',/( 20( 4.'/0%( D'2.%'.2( 40'2.'2( #',( 2*%'( 0C.%(
$'10%&#2$0'(0'( */.%/($'( 4$%4*&/2#'4./( 2"#2(?9#4.( "*&#'(%$:"2/(#2(%$/GF( -0/2(012.'E(
2"./.( #42$C$2$./( #%.( #( 40',$2$0'( 01( ,0$':( +*/$'.//( $'( #( 40*'2%7F( !0&?#'$./( "#C.(
/2%*::9.,(20(1$',(#'(.2"$4#9(?#2"(10%A#%,E(/0&.2$&./(?*/"$':(+#4G(0%(1$',$':(A#7/(
20(/G$%2(2".(.,:./(01(C#:*.(4.'/0%/"$?(&#',#2./($'(0 %,.%(20(&#G.(&0%.($'10%&#2$0'(
#C#$9#+9.( 20( */.%/E( #',( 02".%( 2$&./( /2*&+9$':( +#,97( #',( $'#,C.%2.'297( 1#4$9$2#2$':(
"*&#'( %$:"2/( C$09#2$0'/FQV( H"$9.( /0&.( #%:*.( 2"#2( 2.4"'090:7( 40&?#'$./( /"0*9,(
/$&?97(A$2",%#A(1%0&(4"#99.':$':(&#%G.2/E(&0/2(D'2.%'.2(1%..,0&(#,C04#2./(#:%..(
A$2"(!)6(2"#2(2".(?%./.'4.(01(2".(MF3F(D'2.%'.2($',*/2%7(d(#',(2".(40&&*'$4#2$0'/(
#',($'10%&#2$0'(/.%C$4./(2".7(?%0C$,.(d(?9#7/(#'($&?0%2#'2(%09.($'(.P?#',$':(:90+#9(
D'2.%'.2(1%..,0&F(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

Q[(!""(X?.'b.2(D'$2$#2$C.@/(#' #97/$/(01(b0%2"(S&.%$4#@/(#',(`*%0?. @/(C09*'2#%7(#',(9.:#997(&#',#2.,(%./2%$42$0'/(0'(D'2.%'.2(
/?..4"5( "22?5WW0?.''.2F'.2W%./.#%4"W%.:$0'/W'#&.%$4#o("22?5WW0?.''.2F'.2W%./.#%4"W%.:$0'/W.*%0?.F(

QK(i0%(.P#&?9.E(2".%.("#/(+..'(#'(0':0$':(+#229.($'(!0':%.//(0C.%(A".2".%(20(9.:$2$&$I.(b3S(A#%%#'29.//(A$%.2#??$':(01(
S&.%$4#'/ @(.9.42%0'$4(40&&*'$4#2$0'/(#',($&&*'$I.(2".(40&?9$4$2(2.9.40&&*'$4#2$0'/(40&?#'$./F( !""(N0*/.(l*,$4$#%7(
!0&&$22..(".#%$':(0'(3.?2F([E(YLLc5("22?5WWp*,$4$#%7F"0*/.F:0CW0C.%/$:"2F#/?PeD)gZKcE(#',(3.?2F(QVE(YLLc5(
"22?5WWp*,$4$#%7F"0*/.F:0CW0C.%/$:"2F#/?PeD)gZcLo(#',(3.'#2.(l*,$4$#%7(!0&&$22..(".#%$':(0'(X42F(ZQE(YLLc5(
"22?5WWp*,$4$#%7F/.'#2.F:0CW".#%$':F41&e$,gZLLTF(S9/0E(2".(l*/2$4.().?#%2&.'2("#/(/0*:"2(20(.P?#',(2".(!0&&*'$4#2$0'/(
S//$/2#'4.(10%(^#A(`'10%4.&.'2(S42(;<!S^`S =>(20(%.#4"(2".(D'2.%'.2E(#',(2".%.+7($&?0/.(+*%,.'/0&.(/*%C.$99#'4.(
2.4"'090:7(&#',#2./(0'20(0'9$'.(/.%C$4.(?%0C$,.%/ F(!""(?D"&28,+)6/$+82-)/+)J3$8,%2/+)K0):"3"&,-)6/DD$+28,%2/+')6/DD2''2/+E(
U[Q(iFZ,(YYK(;)F!F(!$%F(YLLK>F(3$&$9#%97E(2".(`*%0?.#'(M'$0'(#',(H./2.%'(`*%0?.#'(40*'2%$./("#C.(+..'(/2.??$':(*?(
/*%C.$99#'4.(4#?#+$9$2$./(#',("#C.($&?0/.,('.A(%.J*$%.&.'2/(10%(,#2#(%.2.'2$0'F)!""()"0*0E(<\.%&#'(40*%2(#990A/(9$&$2.,(
D'2.%'.2(/*%C.$99#'4.E=(?:9(;i.+F(YcE(YLLV>E("22?5WW#1?F:00:9.F40&W#%2$49.WS^.J-["ZIr[J%Q-.Ps2,&l-6,r6f/rfp4: o(#',(2".(
`M @/(,$%.42$C.(0'(,#2#(%.2.'2$0'(;-#%4"(Q[E(YLLK>5("22?5WW%.:$/2.%F40'/$9$*&F.*%0?#F.*W?,1W.'WL[W/2LZW/2LZKccB%.QYF.'L[F?,1F(

Qc(!""(<6".(39$??.%7(390?.(01(H.+(!.'/0%/"$?E=(?H6A"B'08/D(;X42F(Y[E(YLLc>E(
"22?5WW#+4'.A/F:0F40&W6.4"'090:7W/20%7e$,gZccQ[QL8?#:.gQF(

QV(!""(N*&#'(O$:"2/(H#24"E( #,8")%/)%4")H/%%/DF)6/&E/&,%")6/DE-282%.)2+)642+"'")7+%"&+"%)6"+'/&'42E(;S*:F(YLLK>E(
"22?5WWAAAF"%AF0%:W%.?0%2/WYLLKW4"$'#LVLKW4"$'#LVLKA.+F?,1F(
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N#C$':(/#$,(2"#2E(2".(J*./2$0'(%.&#$'/5(H"#2(/"0*9,(+.(2".( 0+9$:#2$0'/(01(2"./.(
40&?#'$./( A$2"( %./?.42( 20( "*&#'( %$:"2/( #',( "0A( /"0*9,( 2"0/.( 0+9$:#2$0'/( +.(
.11.42*#2.,e(6".%.($/(9$229.(,0*+2(2"#2(40&?#'$./(#%.(#9/0("*&#'(%$:"2/(#420%/F(S/(2".(
Mb(/?.4$#9(%.?%./.'2#2$C.(0'(+*/$'.//(#',("*&#'(%$:"2/("#/(40'49*,.,E(A"$ 9.(<2".$%(
%./?0'/$+$9$2$./( 4#''02( #',( /"0*9,( '02( &$%%0%( 2".( ,*2$./( 01( 32#2./E=( 40&?#'$./( ,0(
"#C.( #'( 0+9$:#2$0'( 20( %./?.42( "*&#'( %$:"2/(d( #',( 2"#2( ,*27( $/( '02( <?#//$C.=( +*2(
%#2".%(&*/2(.'2#$9(<?0/$2$C.(/2.?/F=QT(6".(Mb(/?.4$#9(%.?%./.'2#2$C.(0'(+*/$'.//(#',(
"*&#'( %$:"2/E( l0"'( O*::$.E( /.2( 10%2"( #( 2"0*:"21*9( 1%#&.A0%G( 10%( 40%?0%#2.( #42$0'(
#',( ?*+9$4( ?09$47( 2"#2( 4.'2.%/( 0'( 2".( .P.%4$/.( 01( <,*.( ,$9$:.'4.=( #',( 2".(
$,.'2$1$4#2$0'( #',( &#'#:.&.'2( 01( "*&#'( %$:"2/( %$/GF( S/( O*::$.( .P?9#$'/E( 2".(
40%?0%#2.( %./?0'/$+$9$27(20( %./?.42( "*&#'( %$:"2/( &*/2( +.( .&+%#4.,( #2( 2".( "$:"./2(
9.C.9/(01(#(40&?#'7(#',(&*/2(+.($'40%?0%#2.,($'20(#99(#/?.42/(01(0?.%#2$0'/F(<)*.(
,$9$:.'4.E=(/?.4$1$4#997E(%.J*$%./5(

•  O$:0%0*/($,.'2$1$4#2$0'(01("*&#'(%$:"2/(%$/G/(?0/.,(+7(#(40*'2%7(40'2.P2E(2".(
40&? #'7@/(#42$C$2$./(A$2"$'(2"#2(40'2.P2E(#',(2".(#42$C$2$./(01($2/(+*/$'.//(
?#%2'.%/(#',(/*??9$.%/o(

•  ).C.90?&.'2(#',($&?9.&.'2#2$0'(01(#(?%0#42$C.(?9#'(20(&$'$&$I.(0%(
.9$&$'#2.("*&#'(%$:"2/(%$/G/o(#',(

•  X':0$':(&0'$20%$':(#',(#*,$2$':(20(2%#4G(?.%10%&#'4.(#',( %.1$'.(
?%#42$4./FYL(
(

6".( ,*.( ,$9$:.'4.( #??%0#4"( 0*29$'.,( $'( 2".( O*::$.( %.?0%2( A$99( '02( ?%0,*4.(
+$'#%7(%*9./(2"#2(#??97(20(#99(40&?#'$./($'(#99(4$%4*&/2#'4./( '0%(A$99($2(.'/*%.(2"#2(
&$/2#G./(A$99( '.C.%(044*%F(6".(2.4"'090:7( /.420%(A$99(40'2$'*.(20( "#C.(20( '#C$:#2.(
+.2A..'(2".(,.&#',/(01(,0&./2$4(9#A(#',(2".$%(0+9$:#2$0'(20(%./?.42("*&#'(%$:"2/F(
R*2( 2".( /.420%( A$99( +.( +.22.%( .J*$??.,( 20( &#G.( %./?0'/$+9.( ,.4$/$0'/( #+0*2( A"$4"(
?%0,*42/( #',( /.%C$4./( /"0*9,( +.( 011.%.,( $'( #( ?#%2$4*9#%( &#%G.2( #',( 20( +*$9,( $'(
/#1.:*# %,/(10%(%./?.42$':("*&#'(%$:"2/($'20(#99(#/?.42/(01(2".$%(0?.%#2$0'/F(

 The technology industry should adopt voluntary principles to guide 
its conduct . 

H"$9.($2($/($'4*&+.'2(0'(.#4"(40&?#'7(1#4$':(,.&#',/(10%(#+*/$C.(1$92.%$':(
#',( /*%C.$99#'4.( 20( .':#:.( $ '( ,*.( ,$9$:.'4.( #/( ,./4%$+.,( #+0C.E( !)6( /2%0':97(
+.9$.C./( 2"#2( 4099.42$C.( #42$0'( A$99( /2%.':2".'( $',$C$,*#9( 40&?#'7( .110%2/F( D'( 0*%(
C$.AE( 2".( &0/2( ?%0&$/$':( ?#2"( 10%A#%,( $/( #( /.2( 01( %0+*/2( C09*'2#%7( $',*/2%7(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

QT(O*::$.(%.?0%2E('$E&,('02.(QQE(#2(QKBQcF(

YL(O*::$.(%.?0%2E('$E&,('02.(QQE(#2(QcBQTF(3$&$9#%97E(2".(^0',0'B+#/.,(D'2.%'#2$0'#9(R*/$'.//(^.#,.%/(i0%* &(;DR^i>("#/(4%.#2.,(
#(40&?%.".'/$C.("*&#'(%$:"2/(%$/G(#//.//&.'2(&0,.9E(A$2"(.$:"2(,$/4%..2(/2.?/(40&?#'$./(/"0*9,(2#G.E(A"$4"("#/(+..'( <%0#,B
2./2., =(0C.%(2".(?#/2(7.#%E("22?5WWAAAF$+91F0%:W%./0*%4./W:.'.%#9Fp/?e$,gQYZTUKF(
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?%$'4$?9./E( ,.C.90?.,( $'( 40'4.%2( A$2"( "*&#'( %$:"2/( :%0*?/( #',( 02".%( G.7(
/2#G."09,.%/E(#',(A$,.97(#,0?2.,(#/(#(:90+#9($',*/2%7(/2#',#%,F((

i0%( 2".( ?#/2( QV( &0'2"/E( !)6( "#/( "#,( 2".( ?%$C$9.:.( 01( 40B1#4$9$2#2$':( #'(
$&?0%2#'2(&*92$B/2#G."09,.%($'$2$#2$C.(20( ,.C.90?(C09*'2#%7(?%$'4$?9./(20( :*$,.(2".(
D'2.%'.2( #' ,( 2.9.40&&*'$4#2$0'/( $',*/2%7( %./?0'/.( 20( 2".( :%0A$':( 4"#99.':./( 20(
0'9$'.( 1%..( .P?%.//$0'( #',( ?%$C#47F( R02"( MF3F( #',( `*%0?.#'( 40&?#'$./( "#C.( +..'(
?#%2$4$?#2$':E( #/( "#C.( &#p0%( "*&#'( %$:"2/( #',( ?%.//( 1%..,0&( :%0*?/E( 9.#,$':(
#4#,.&$4($'/2$2*2$0'/(#',(/04$#9($'C./2&.'2(1*',/F YQ((

R7(#:%..&.'2(01(#99(?#%2$./E(2".(?%04.//("#/(+..'("$:"97(40'1$,.'2$#9($'(0%,.%(
20(+*$9,(2%*/2(#',( .'40*%#:.(#(4#',$,( .P4"#':.(01($,.#/(#',($'10%&#2$0'F( i0%(2"#2(
%.#/0'E( D( 4#''02( ,$/4*//( 2".( /*+/2#'4.( 01( 2".( ?%$'4$?9./( 0%( 2".( /*??0%2$':(
#440*'2#+$9$27(#',(:0C.%'#'4.(,04*&.'2/E(#99(01(A"$4"(#%.($'(,%#12(10%&F(D(4#'(/#7E(
"0A.C.%E(2"#2(2"$/(?%04.//("#/(+..'(2#G.'(C.%7(/.%$0*/97(+7(#99(?#%2$4$?#'2/(#',("#/(
#9%.#,7(9.,(20( '.A(2"$'G$':(#',(?%#42$4./(#&0':( /0&.(01(2".(40&?#'$./($'C09C.,F(
S',(A"$ 9.(2".%.(#%.(/2$99($&?0%2#'2($//*./(20(%./09C.E(D(#&("0?.1*9(2"#2(A.(#%.(490/.(
20( %.#4"$':( 0*%( :0#9F( D1( A.( /*44..,E( D( #&( 40'1$,.'2( 2"#2( 2".( %./*92/( A$99( +.:$'( 20(
?%0C$,.( #'( .2"$4#9( #',( #440*'2#+9.( ?#2"( 10%A#%,( 10%( 2".( 40&?#'$./( #2( 2".( 2#+9.E(
#%&$':(2".&(20(+.22.%(%./?0',(20("*&#'(%$:"2/(4"#99.':./F(D(#&(#9/0("0?.1*9(2"#2(A.(
A$99( /0A( 2".( /..,/( 01( #( :90+#9( $',*/2%7( /2#',#%,( #',( 4%.#2.( #( ?0A.%1*9( 10%*&( 10%(
/"#%.,( 9.#%'$':( #',( 4099#+0%#2$C.( #42$0'( +.2A..'( 2".( 40&?#'$./( #',( 02".%(
/2#G."09,.%/E($'49*,$':(9$G.B&$' ,.,(:0C.%'&.'2/F (

 Conclusion 

D1(!0':%.//(+.9$.C./(2"#2(9.:$/9#2$0'($/(A#%%#'2.,E(2".%.(#%.( /2.?/($2(4#'(2#G.(20(
/*??0%2(2".(A$,.%(#,0?2$0'(01($',*/2%7(?%$'4$?9./(#',( .'/*%.(2"#2(MF3F(40&?#'$./(
#%.(+.22.%(.J*$??.,(20(%./?.42("*&#'(%$:"2/(A".'(0?.%#2$':($'(%$/G7(&#%G.2/E(/*4"(
#/5((

•  `'40*%#:$':(40&?#'$./(20(#//.//(#',(+.22.%(&#'#:.("*&#'(%$:"2/(%$/G/(
#//04$#2.,(A$2"(2".(?%0C$/$0'(01(D'2.%'.2(?%0,*42/(#',(/.%C$4./($'(%.?%.//$C.(
40*'2%$./o((

•  N#%'.//$':(2".(G'0A9.,:.(#',(%./0*%4./(01(2".(M'$2.,(32#2./(:0C.%'&.'2(20 (
/*??0%2(+.22.%(40&?#'7(,.4$/$0'B&#G$':(A".'(1#4.,(A$2"(4"#99.':./(20(1%..(
.P?%.//$0'(#',(?%$C#47o(#',E((

•  `'40*%#:$':(?#%2$4$?#2$0'($'(%.9.C#'2(C09*'2#%7(40%?0%#2.(/04$#9(
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